Abstract-An effective approach to enhance the data rate in narrowband power line communication (NBPLC) system is multicarrier modulation based on orthogonal frequency-division multiplexing (OFDM) and multiple-input multiple-output (MIMO) transmission over multiple power line phases. A key challenge for achieving reliable communication over MIMO-OFDM NBPLC is to mitigate the effects of the correlated non-stationary additive noise. In fact, substantial components of the noise in NBPLC systems exhibit a cyclostationary behavior with a period of half the AC cycle. Moreover, when MIMO transmission is adopted, an important issue that must be considered is the cross-correlation between the different phases. In this work, we propose to classify the cyclostationary noise into three classes, based on the evaluation of second order statistics. In addition, we derive estimates of the probability density functions for each of the three classes and show that while two of them exhibit a Gaussian behavior, the third one has an impulsive behaviour similar to the Middleton class-A noise. Simulation results show that the bit error rate (BER) of MIMO-OFDM NBPLC significantly changes between different classes of noise. Hence, we develop an algorithm for switching data delivery between MIMO-OFDM NBPLC and MIMO-OFDM wireless transmission in unlicensed frequency band that takes into account knowledge of the periodicity of the three classes of noises. The result is a hybrid MIMO-OFDM wireless/NBPLC system, which we refer to as, hybrid MIMO-OFDM WiNPLC. Our simulation results demonstrate BER improvement of the proposed hybrid system over individual MIMO-OFDM NBPLC or MIMO-OFDM wireless systems.
I. INTRODUCTION
Narrowband power line communications (NBPLC) has been receiving increased popularity recently as a strong candidate to connect meters with local utilities, thus enabling intelligent monitoring and control of energy flows in the electric network [1] , [2] . This is the first path for transition from a conventional power network towards smart grids (SG).
Narrowband communication over power line was initially proposed for single-carrier modulation and single-input singleoutput (SISO) transmission. NBPLC operates in the frequency range between 3kHz and 500 kHz and provides low data rates on the order of few kilo bits per second (kbps). Higher data rates (HDR) up to 800 kbps are obtained by introducing orthogonal frequency-division multiplexing (OFDM), which mitigates inter-symbol interference (ISI) introduced by the frequency-selectivity of the channel [3] . HDR is required for new applications in SG, for improving the efficiency of telemanagement services, and for decreasing the time to access a meter's data. To achieve further enhancements in the data rate of NBPLC, the combination of OFDM and multipleinput multiple-output (MIMO) transmission is considered an attractive solution. Other advantages of MIMO include not requiring high transmission power or large bandwidth [4] . Implementing MIMO-OFDM allows the limited bandwidth of NBPLC to be employed more efficiently and with higher reliability. In addition to HDR, establishing communication services in SG also requires high reliability.
Two fundamental challenges must be overcome to achieve reliable transmission in MIMO-OFDM NBPLC: i) impairments due to time-varying noise [5] - [7] ; ii) cross-correlation of the noises affecting multiple phases [4] . Impulsive nonGaussian additive noise, as the other major impairment in NBPLC, requires precise modeling and analysis of its statistics. Although in many earlier works authors simply considered it to be additive white Gaussian noise (AWGN), in practice, it is given by the superposition of different noise sources [3] . In addition, noise in NBPLC has periodic temporal and spectral properties that are synchronous to AC mains cycle [5] , [6] . Moreover, in MIMO channels, the cross-correlation between the different phases must also be taken into account in the noise modeling. A model for the correlated cyclostationary noise for MIMO NBPLC, based on the use of frequency shift (FRESH) filtering, is given in [4] , which was validated by comparison with real measurements.
In addition to considering the aforementioned methodological implementation of MIMO NBPLC based on OFDM modulation, which includes also the cyclostationary correlated noise, this paper has three main contributions. First, it analyzes the cyclostationary noise and show that it can be statistically classified into three different classes per each cycle. To the best of the authors knowledge, this is the first work that classifies cyclostationary noise in MIMO NBPLC based on its statistics. The idea of statistical classification proposed in this work is more generic and accurate than temporal region classification proposed in [3] , [5] , [8] since it does not restrict the classes to be continuous in time. Specifically, authors in [5] modeled the cyclostationary noise as three temporal regions stationary colored noise, where each noise temporal region is assumed to have a Gaussian distribution with different power spectral densities. However, the number of regions and the regions boundaries were determined based on visual inspection. In [9] , the authors a priori assumed three temporal regions similar to [5] , and proposed to detect the temporal regions boundaries using a double-sliding energy window. A novel aspect of this work is to analyze the distributions of the noise samples of each class and compare each of them with a normal distribution. Such analysis reveals that the pdf of two classes fit a Gaussian distribution but the third one is more impulsive and non-Gaussian, which was not considered by [3] , [5] , [8] . As the second contribution of this paper, the performance of the MIMO-OFDM NBPLC system during each of the three noise classes is compared with that of a wireless link in terms of bit error rate (BER) versus signal-to-noise ratio (SNR). Finally, the third contribution is an algorithm for switching between MIMO-OFDM wireless and MIMO-OFDM NBPLC over the different classes of noise, which is referred to as a hybrid MIMO-OFDM wireless/NBPLC (WiNPLC) communication system. The proposed hybrid system takes advantage of the independence of the noise and of the channel characteristics of wireless and powerline links to improve the transmission reliability in smart grids. It is demonstrated that the hybrid system enhances reliability and coverage [10] - [12] . The authors in [13] investigated the advantages of using cooperative transmission in a hybrid scheme from both technical and infrastructural perspectives. There are very few investigations on simultaneous transmission in a hybrid wireless/PLC systems. To the best knowledge of the authors, previous works were based on simultaneous transmission over wireless/PLC with receive diversity combining [10] , [11] , [14] . However in this work, we proposed a switching algorithm based on the temporal behaviour of the noise in NBPLC and average received SNR in each period. Considering the cyclic behaviour of the noise, the same algorithm can be followed in next periods as long as the average received SNR is the same. An important advantage of our proposed hybrid system over previous works is that switching is done using only the average SNR corresponds to the received data in one period of the cyclostationary noise, not the SNR per sub-channel or per OFDM symbol. Switching or combining based on the SNR per sub-channel, means that, for each OFDM symbol, it requires computing the whole noise power spectral densities (PSD) as done in [15] . However, in our case, we calculate only a single number which is the average noise variance, and this is interesting from a practical point of view since it has a very low complexity.
Hereinafter, MIMO-OFDM NBPLC and MIMO-OFDM wireless links in our system are referred to as NBPLC and wireless, respectively.
The rest of this paper is organized as follows. In Sec. II, we present background on MIMO FRESH filter noise modeling. The system model is presented in Sec. III, while the configuration of the hybrid WiNPLC system is presented in Sec. IV. Section V describes our approach for classification of noise to different temporal regions inside each cycle. Simulation results and switching strategies are presented in Sec. VI. Finally, conclusion and future works are discussed in Sec. VII.
II. CYCLOSTATIONARY NOISE MODELING IN MIMO NBPLC
NBPLC noise consists of the superposition of different components. In addition to AWGN term, the other components are usually characterized by statistical properties with a periodicity that is synchronous with AC mains cycle [6] . In particular, impulsive noise is characterized by an amplitude pdf that is non-Gaussian. The authors of [5] and [16] proposed cyclostationary models for describing noise in SISO NBPLC systems where, in the latter, a characterization in the frequency-domain is given in addition to the time-domain. The characterization of the noise in the frequency domain is important to study the performance of OFDM. When an extension to MIMO NBPLC is considered, the noise model should also include the potential correlation between the different phases. This correlation in broadband PLC was analyzed in [17] , [18] . The authors in [19] , [20] studied the effect of noise correlation on channel capacity improvement. Yet, to the best knowledge of the authors, [4] is the only work that provided a model for cyclostationary correlated noise of a MIMO NBPLC. In this model, white noise spectrum is injected through multiple inputs to a frequency shift (FRESH) filter to generate noise samples at multiple outputs that are compatible with experimental noise measurements.
The authors of [4] generalized the FRESH filter architecture to a bank of finite-impulse-response filters for the generation of cyclostationary correlated noise in MIMO systems. They demonstrated that the corresponding results are compatible with experimental noise measurements conducted in the laboratory over a low voltage (LV) power line. Their performance metric is defined in terms of normalized mean-square-error (NMSE) between the cyclic auto/cross correlation of the measurements and the model. with wireless and NBPLC links. The model in the figure was implemented in our simulations to compare the performance achieved on the two independent links for the same transmitted data sequence in one cycle of the cyclostationary noise. The performance achieved on the two links was used for implementing the proposed MIMO-OFDM WiNPLC system that will be described in Sec. IV. In the system of Fig. 1 , two nonidentical and parallel streams of bits are randomly generated and mapped using Gray encoding onto the constellation points. After the modulator, there is a serial-to-parallel (S/P) converter block whose role is that of splitting the high data rate stream into N f f t lower data rate parallel streams that are applied at the input of the inverse fast Fourier transform (IFFT) block. The N f f t samples at the output are applied at the input ports of both the two MIMO channels. To cancel the effect of ISI, a cyclic prefix (CP) is inserted between successive OFDM symbols that consists of N CP samples, such that the length of CP is at least equal to the length of the channel impulse response measured in sampling intervals. Under this condition, the linear convolution of the input sequence transmitted over the channel is converted to a circular convolution. The two streams of samples are transmitted through 2 × 2 MIMO channels. In this system, we have two independent wireless and NBPLC MIMO channels. MIMO transmission in NBPLC consists of two phases while MIMO transmission in wireless refers to two links subject to frequency-flat Rayleigh fading. The cyclostationary noise is added to the signal at the output of the MIMO NBPLC channel while AWGN is added at the output of the MIMO Wireless channel. At each receiver, after the removal of the CP, the samples are first passed to a serialto-parallel (S/P) converter and then sent to the FFT block. The N f f t samples at the output of the FFT are equalized using a zero forcing (ZF) equalizer in both links and, finally, the data is decoded.
A. Transmitter
Let a 0 (p), a 1 (p), · · · , a N f f t −1 (p) be the block of transmitted symbols at the input of the IFFT at discrete-time p, where a k (p) is the symbol transmitted on the kth sub-carrier. In the following, to simplify notation, the dependence on p will be omitted. After taking the N -point IFFT, the expression of the transmitted sample as:
Considering the insertion of a CP of length N CP , the mth transmitted sample is written as
Here, we consider a system where two parallel streams of data are transmitted over the MIMO wireless link and two other over the MIMO NBPLC link as shown in Fig. 1 . The OFDM signal is generated by applying IFFT to N f f t = 256 points on the complex-valued signals produced at the output of the constellation mapper. A CP with N CP = 64 symbols is added to the beginning of each OFDM symbol. Consequently, each stream consists of slots each with a length of 320 symbols.
B. Channel and Noise 1) MIMO NBPLC Link: Channel measurements from [11] are considered. Measurements were conducted in the laboratory over a LV power line in the range of frequencies between 0 and 200 kHz with inter-carrier spacing equal to 1.5625 kHz. Noise is generated by the FRESH filter that is proposed in [4] . The sampling frequency used is 400 kHz, which corresponds to the sampling frequency of CENELEC-A and CENELEC-B based on the IEEE 1901.2 standard. In our system, we have K = 19 branches for shifting the input signals in the FRESH filter and, for each branch, we have four filter coefficients h 11 , h 12 , h 21 , h 22 that are generated based on real NBPLC noise measurements in the laboratory. Each filter coefficient is a vector with length equal to 50 which corresponds to the number of taps per branch. In Fig. 2 , four noise cycles are depicted. This noise is cyclostationary with a periodicity of 2) MIMO Wireless Link: Similar to [11] , each wireless link in the assumed 2 × 2 MIMO wireless system is assumed to undergo Rayleigh flat fading. No correlation is considered among the channel coefficients. The noise is assumed to be AWGN.
C. Receiver
After removing the CP and after the FFT, the received signal can be represented as follows
where H j,i is the coefficient of the channel matrix between the ith transmit antenna and the jth receive antenna and z j,i is noise vector.
IV. HYBRID WINPLC Figure 3 shows three possible configurations of a hybrid system where a switch is implemented according to the strategies proposed in Sec. VI. The switching strategies are proposed after comparing the performance of the wireless and NBPLC links using the system shown in Fig. 1 . Figure 3a is the most practical from the hardware implementation point of view. Since we select by switching and not by combining, we can implement separate modems for the wireless and NBPLC link. The main benefit of the independent transmission design is that there is no need to develop a new modem for hybrid WiNPLC, i.e., we can simply use two of the shelf modems for wireless and NBPLC. However, the drawback is that the channel decoding will not benefit from the diversity of the hybrid system.
Figures 3b and 3c are designed assuming hybrid transmitters and receivers. The latter is proposed based on the fact that the noise in NBPLC is cyclostationary and we can predict its behaviour at the transmitter side. Therefore, the switching strategies at the transmitter side could be adjusted based on the average SNR in each cycle and perfect knowledge of the NBPLC noise at the transmitter. Switching at the transmitter side in Fig. 3c has one more important advantage than the second configuration with single transmitter for parallel transmission and switching at receiver side. The advantage is that we can save transmitted power. In particular, when transmitting on NBPLC, the wireless link will not be active and, therefore, we save power. The same observation holds for NBPLC when we transmit over the wireless link. The authors in [21] analyzed transmitter switching versus receiver switching. They showed that switching at the transmitter side will save half of the power on average, which is reflected in a 3 dB SNR gain in the BER curves. Of course, switching at the transmitter side has the drawback of feedback overhead. However, in our system, the overhead is very small and it happens only at the beginning of the transmission.
In this work, we adopted the configuration in 3a, which is based on separate transmitters and receivers for the wireless and NBPLC links.
V. CYCLOSTATIONARY NOISE CLASSIFICATION
As mentioned in Subsection III-B1, the noise in our system is cyclostationary and in each period we have 3200 samples. We divide each noise period into 10 slots, therefore, each slot has 320 samples and could be considered as the noise added to one OFDM symbol. These noise samples are synthesized for N cycle cycles of two phases over the power lines. In order to mitigate the effects of cyclostationary correlated impulsive noise, we have analyzed the features of noise samples.
As it can be seen in Fig. 2 , in each noise period, of 8 ms, there are distinct regions with specific characteristics that are repeated in other cycles. Our goal is to detect these regions based on changes in statistics of the samples. Each region is considered as a separate class. Then, all the samples from N cycle cycles that belong to a specific class are collected to analyze the behavior of each class. The classification algorithm used in our system consists of the following steps described in Algorithm 1:
• Step 1: Divide the noise samples to N slot slots.
• Step 2: Evaluate σ slot (l), the standard deviation (SD) of each noise slot which consists of 320 samples. • Step 3: Evaluate σ slot (l), the standard deviation over all noise slots from the previous step. • Step 4: Compute dif f slot , the difference between the standard deviation of each single slot and the average standard deviation of all slots. • Step 5: Classify noise slots based on thresholds th 1 and th 2 . Figure 4 demonstrates the performance of Step 4 and Step 5 in this Algorithm. The two thresholds are chosen empirically in such a way that for all periods the same noise slots are allocated to a certain class. Figure 5 shows that the noise classification in each cycle leads to allocating the last six slots of noise to class 1, the first two slots to class 2, and the remaining slots to class 3. After assigning each noise slot to a specific class as shown in Fig. 5 , we collect all noise samples from N cycle cycles which belong to that class. Figure  6 shows the histograms of the noise samples of each class and a red curve associated with the normal distribution that have been obtained by using the estimated mean and variance from the samples shown in the histograms.
The graphs reported in Fig. 6 demonstrate that noise samples generated by the FRESH model, and based on real z slot (l) = z(t), t = 320(l − 1) + 1, . . . , 320l 
Record the index of noise slots associated with each class 11: Use the same indexes for classifying the noise slots of phase2 measurements, are equivalent to two Gaussian noise processes and one Middleton noise process, which correspond to the noise slots belonging to class1, class2, and class3, respectively. Consequently, each class has a certain level of SNR and BER. We assume that we have perfect knowledge of SNR of each class at the receiver side. Estimation of SNR is left to further investigations. In the following section we use Average SNR which is the average SNR associated with the three classes in one period.
VI. SIMULATION RESULTS AND ANALYSIS
In this section, simulation results for the SISO system are shown in Fig. 7 in terms of BER versus Average SNR of all three classes in one cycle. We assume SISO-OFDM wireless and SISO-OFDM NBPLC links and the noises are AWGN and cyclostationary synthesized by the FRESH filter, respectively. For the case of SISO-OFDM NBPLC, the BER of our simulation is compared with that reported in Fig. 8 of [11] , which provides both theoretical and simulation results. Figure 7 confirms that the result of our simulation for 1 × 1 SISO are in agreement with those available in the literature. Next, simulations are run for 2 × 2 MIMO and achieve higher data rate. The simulated MIMO system is shown in Fig. 1 and described in Sec. III. The performance of this system, in terms of BER, is shown in Fig. 8 for different classes of noise. Figure 7 shows that the SISO-OFDM wireless link has better performance than the SISO-OFDM NBPLC at higher SNR. On the other hand, based on the noise analysis in Sec. V, in the presence of cyclostationary noise, NBPLC has periodic behaviour which is not uniform in each period according to the three classes. This classification enables a more precise comparison between MIMO wireless and MIMO NBPLC for each transmitted OFDM symbol. Figure 8 shows that when transmitting data under class1 noise in NBPLC, the BER of NBPLC is much lower than that of the wireless link for all SNRs. However, class2 and class3 noises are competitive with the wireless performance. This motivated us to consider a hybrid system by switching between wireless Fig. 8 , the BER of NBPLC is always better than that of wireless for class1 noise, which coincides with the last 6 OFDM symbols in each period. For the first two OFDM symbols, the performance of wireless and class 2 of NBPLC are competitive. Similarly, for the third and the forth OFDM symbols, wireless and class 3 of NBPLC must be compared. Figure 12 demonstrates the performance enhancement achieved by a hybrid MIMO-OFDM WiNBPLC over a single MIMO-OFDM wireless and single MIMO-OFDM NBPLC links. As mentioned in Sec. IV, if we use switching at the transmitter side, we can save power and this saving depends on the average SNR. The reason is that switching strategies and transmission of different portions of data trough wireless or NBPLC is based on average SNR. These switching strategies are valid while the average SNR at the receiver of NBPLC is equal to the SNR at the wireless receiver. However, there is also a possibility to have higher or lower average SNR at the wireless receiver, which needs to be studied in details and is left to future work.
VII. CONCLUSION AND FUTURE WORK
In this work, we have proposed an algorithm to classify the noise in a NBPLC system to three different classes based on its statistical characteristics. The analysis of the distribution of the noise samples reveals that cyclostationary noise in NBPLC is not uniform in each period and two classes have Gaussian behaviour while the third one is more impulsive. Next, we evaluated the performance of each class and compared the results for independent transmission of the same data over MIMO-OFDM wireless and MIMO-OFDM NBPLC systems. Simulation results show that the wireless link has lower BER for higher levels of SNR. However, the BER corresponding to data transmitted in presence of noise class1 is better than BER of the wireless link for all SNRs. Keeping this fact in mind, we have designed a hybrid system based on switching between the wireless and NBPLC links. The resulting system is the hybrid MIMO-OFDM WiNPLC system. For all levels of SNRs, the last 6 OFDM symbols in a period are transmitted through NBPLC. There is switching between wireless and NBPLC for the first 4 OFDM symbols. The different behavior of wireless and PLC as a function of average SNR is due to different statistics of the noise. The proposed hybrid system takes advantage of the independence of the noise and of the channel characteristics of the wireless and powerline links to improve the transmission reliability in smart grids. Performance of the hybrid system is better than wireless and near to the performance of NBPLC with the lowest level of noise. This hybrid system gave us the opportunity to ignore the harsh impulsive noise in NBPLC, which has a high impact on the performance of NBPLC. That is the reason for the gap between average-PLC and hybrid system for higher SNR. An important feature of our approach is that switching is done using only the average SNR of the three classes in each period, and not the SNR per sub-channel or per OFDM symbol. This aspect is interesting from a practical point of view since it has a very low complexity.
In future work, we plan to investigate in four directions. First, estimate the received SNR of each class precisely. Second, to analyze situations when the average SNR at the receiver of the wireless link is either less or greater than the average SNR at the NBPLC receiver. Then, adapt the switching strategies for these two cases. Our third future direction is to use adaptive modulation for different classes of the noise. Finally, we plan to compare the performance of adaptive NBPLC with that of wireless transmission and investigate the most suitable condition for switching between them and obtain optimized performance by adaptive hybrid MIMO-OFDM WiNPLC.
